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I General Rules

To ensure the confidentiality, integrity, and availability of the
Company's information assets, prevent information security risks,
and enhance the information security awareness and management
level of all employees, Nanjing Iron & Steel Co., Ltd. (hereinafter
referred to as the "Company") has formulated this Information
Security Policy in accordance with relevant national laws,
regulations, and industry standards, combined with the actual
operational needs of the Company. The Company is committed to
building a secure, reliable, and controllable information
environment to support stable business operations and sustainable

development.
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IT Coverage
This Policy applies to the Company and its subsidiaries, as
well as suppliers, contractors, and other business partners who

shall comply with this Policy to jointly maintain the security and

compliance of the information environment.

-4 TERK

III Management Policy
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1. Information Security Management Structure

The Company continuously improves its information security
governance structure, clearly defining the responsibilities of the
Board of Directors, management, and relevant departments in
information security work. It establishes a management system led
by the Digital Security Management Committee under the Board's
Strategy and ESG Committee, coordinated by the Digital
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Application Research Institute, and cooperated by various
business units. The Digital Application Research Institute serves
as the supervisory and management body for the Company's
information security work, reporting to the Company's Chief
Information Officer (CIO) and senior executives in charge of
information security and digitalization. It systematically identifies
various information security threats such as cyber-attacks, data
leaks, internal violations, and third-party risks, and continuously
improves the information security management system covering
the full lifecycle through regular risk assessments, audits, and

improvement mechanisms.
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2. Data Collection and Processing Standards

The Company adheres to the principles of legality, legitimacy,
and necessity in data collection activities, strictly complies with
relevant laws and regulations such as the Cybersecurity Law of the
People's Republic of China, the Data Security Law of the People's
Republic of China, and the Personal Information Protection Law
of the People's Republic of China, standardizes data collection

processes, adopts controlled network environments and secure
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transmission channels, implements classified and graded
management of data, and implements differentiated storage
strategies. The Company implements encrypted storage for
sensitive data, clearly defines access permissions and usage
boundaries, and comprehensively reduces the risk of data leakage

and misuse during collection, transmission, storage, and use.
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3. Access Control and Permission Management

The Company strictly implements the "Least Privilege"
principle, setting access permissions for information systems
based on job responsibilities, ensuring that employees can only
access the information resources necessary to perform their duties.
The Company strictly controls the scope of information
knowledge through mechanisms such as unified identity
authentication, multi-factor authentication, zero-trust access
control, permission approval and periodic review, preventing
unauthorized access, illegal copying, or improper operations, and

ensuring the security and controllability of core data assets.
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4. Security Monitoring and Early Warning Mechanism

Based on the network and data security protection levels, the
Company deploys corresponding technical monitoring measures to
achieve dynamic monitoring of key information systems and
sensitive data. The Company focuses on preventing abnormal
behaviors such as cyber attacks, computer viruses, data leaks,
tampering, destruction, loss, and unauthorized access. It uses tools
such as network security situational awareness platforms, terminal
security management systems, intrusion prevention systems, and
email security gateways to promptly detect potential risks, trigger
early warning responses, achieve early identification and early
handling, and enhance overall security situational awareness

capabilities.
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5. Security Incident Emergency Response

The Company has established a comprehensive information
security incident emergency response mechanism, clearly defining

the organizational structure, division of responsibilities, reporting
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paths, and handling procedures. Once an information security
incident occurs, the Company immediately activates the
emergency plan to minimize losses and impacts. The entire
incident handling process is recorded and archived, and
post-incident reviews are conducted to continuously optimize

prevention and control measures.
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6. Employee Code of Conduct

All employees of the Company are responsible for
information security. When using the Company's network and
information systems, they must strictly comply with national laws
and regulations and the Company's rules and regulations. It is
strictly prohibited to illegally obtain, steal, leak, or tamper with
personal information. The Company prohibits unauthorized
downloading, copying, or transferring of important enterprise data
and personal information to personal devices (such as USB drives,
mobile phones, private cloud drives, and other mobile storage
media). All data operations should be based on work needs and
conducted in a controlled environment, eliminating any private

retention or external transmission.
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7. Security Awareness Training

The Company incorporates information security education
into the full-staff training system, develops annual training plans
and organizes implementation at different levels. It provides
information security training for new employees, personnel in key
positions, and management, popularizing basic information
security knowledge, typical risk cases, and protection skills.
Through various forms such as publicity, drills, and tests, it
continuously enhances all employees' security awareness and
responsibility recognition, strengthening the information security

defense.

D) EFR. RESTRESNNRENSE

NEE AR R IRRETERLETHE, FHW/|ELEL
EHR ZANBERLZL2EN. RAIFFE R AT N, NEZEILE
B, 20N ERE®E, #RR T # T L M7 R KB KB
A

RIwEZAHENE. WERE, RELXT. KT7E
N/%#W BAEAT ] gE R i E B L 2B, AL BRI I DA

e HMERBIEBARMERLL2FTEMTARSE;

o KARNEZH—IT RHEAL;



o RFHFEFELZEFMHT A,
o I W& e TIERE KR,

BB A R R B, AR TR 1 /NB P 2
B F A ERIE, MRRIRE B R T4 T £
.

8. Reporting Mechanism for Incidents, Vulnerabilities,

and Suspicious Activities

The Company encourages all employees to actively fulfill
information security responsibilities and proactively report
information security incidents, system vulnerabilities, or
suspicious behaviors discovered during work. The Company
establishes convenient and diverse reporting channels to ensure

employees can promptly report issues through multiple methods.

If employees discover data breaches, cyber attacks, device
theft, account anomalies, malware infections, or any situation that
may threaten information security, they should immediately report

through the following methods:

* Report to the direct supervisor or the information security

management responsible person of the unit;
e (all the Company's unified IT service hotline;

e Send an email to the dedicated information security

incident mailbox;

* Provide feedback through the corporate network security

working group.

All reports will be responded to and investigated promptly.

Relevant departments will initiate preliminary handling
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procedures within 1 hour, and employees who actively report and

assist in mitigating risks will be commended or rewarded.
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9. Third-Party Data Security Management

In principle, the Company does not provide corporate
information and data to unrelated third parties. For situations
where data must be entrusted to external organizations due to legal
requirements or business needs, the Company prioritizes using
technical measures such as desensitization and de-identification to
reduce risks. Before cooperation, it conducts due diligence on the
third party's data security capabilities, signs confidentiality
agreements, clarifies data protection responsibilities, and
supervises compliance. All outsourcing activities are included in
the unified security management scope to ensure that third-party

services meet the Company's information security standards.
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This Policy has been reviewed and approved by the Strategy
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and ESG Committee of the Board of Directors of the Company,

which is effective as of the date of promulgation.
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